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In search of abstraction and scalability

e Our research areas have increasingly diversified: We need a more generic and time efficient
simulator.

e We propose the Network Research Simulator (NRS2) that works at an abstract level with
any network modeled as nodes and links between them as in Graph Theory.

Spawn an Experiment

[ ATTACKS H METRICS H ELCC H ROBUSTNESS (Al)

Experiments: David Martinez - Private Workspace Experiment details: test
Q_ Search
Selact another workspace M «® 1. Selected Networks (Set) ~
. . Execution
O Status Type Remark Simulations B Created at
tUme Private Workspace
B ~
1 network
o8 e Robustness 18:56 (22/06
OB/ 2 & v (@) qy7cabs6e7 1 2.123s 12022) Kdl
- : 12:29 (21/03
£ Bl v Metrics gozedge 2 27.121s
0o B = ¢ 12022) Q 2. selected Attacks (Set) v
o 09:27 (30/11 Ep— y — T —»
OB/ 2 v Attacks test 2 0.5865 12021)
Srows v | < 130f3




Objective: The computation of a set of metrics regarding the topology (graph) of the
network.

Goal: Dynamically define experiments based on running computations over networks.
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Fig 1. NRS2 architecture




NRS2 Abstract Model Formulation

The NRS abstract model is composed by:

e Setof objects: O = {G, M,V}. G =graphs, M=metrics, V =values
e Setof iterations Z. An iteration I, transforms an object set O,,inanewone O,1 :
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Network Robustness

e Our previous works established a unified measure quantifying network robustness: The
robustness of a network is calculated based on an analysis of metrics over the network
under several failures.

® NRS2 is able to dynamically create the Network Robustness experiment providing the
necessary computations (attacks, metrics, robustness) and the experiment description.
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Fig 3. Assignment of particular objects and iterations (Robustness experiment).



Water networks

+ Water tank node
® Currently, NRS2 is also being used to place sars-cov-2 sensors in TR e etance () = 45501 i
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Network Robustness: Al Approach

e Computing Robustness in large volumes of networks takes a long time (hours)
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e A solution to this problem could be an Al algorithm that computes the robustness of a network.

Elements of a decision tree
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Al Models: Objectives

® The objective of the Al is to predict the robustness of a network given the metrics of it.
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Al Models: Implemented algorithms

e Many algorithms were implemented.

Model Average Relative Error

Linear Regression

KNN 2.83%

Decision Tree 2.80%

Random Forest

Neural Network

e All algorithms performed very well.
e Random Forest was the best one.
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Random Forest Improvements |

® The first improvement to the model was an hyperparameter optimization.
e Hyperparameters are intrinsic characteristics of a model.
® Asearch on some parameters was implemented using an automated search

Parameter Value range
n_estimators 200-2000
max_features auto,sqrt
max_depth 10-110

min_samples_split | 2,5,10
min_samples_leaf | 1,2,4
booststrap True, False

e The model resulting of this optimization did not improve the original one.
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Random Forest Improvements I

The second improve consisted in adding more metrics to the model.

Feature importances using MDI
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The most relevant features after adding all the available metrics were HET and P.
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Al Approach: Final results

Attack | Precission
Target | 98.65%
Random | 97.58%

Attack Computation Time
BetwenessCentrality | 29h 06m 52s
ClosenessCentrality 44h 56m 52s
EigenvectorCentrality | 44h 45m 5s
NodalDegree 44h 42m 56s
CriticalNodes 49h 39m 52s
Random 10h 12m 38s

Al Model Oh Om 5s

13



Conclusions

® A novel abstract model formulation of the experiments is presented promising a flexible
and scalable simulation environment: In the future, new conditional objects will be
developed allowing loops in the definition of an experiment.

e The final Al Model implemented has exceeded our expectations in terms of precision. The
computation time of the robustness is virtually instantaneous. Event hough it’s currently
an alternative for robustness computation it might end up being the standard for the
simulator.
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Network Research Simulator
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